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OTT video is exploding

The two sides of the coin

OTT Piracy &
Service Abuse

Session sharing
Credentials sharing

Content key harvesting




OTT Security Strategies

Industry best practices
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Circle size = individual impact
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Data Analytics & Fraud Management

Al powered anomaly detection based on account specific \@;E 7.
data to detect suspected piracy and service abuse fgo
WAI f
« Identify piracy and service abuse (use cases): %/!7/;
» Subscriber accounts engaging in session sharing attacks j ﬁ
» Subscriber accounts overriding service usage mechanisms e.g.
concurrent stream limits
» Subscriber accounts circumventing service geo-IP service access rules
* Subscriber accounts and devices harvesting content encryption keys 1200 | o aomtenit e B EERE
+ Use of compromised unique devices (e.g. specific DRM device IDs) oo -+ : td
* Use of compromised device fingerprints e.g. emulators and SDKs o e A “ -...::
. . . ; ~e :‘\,*h" " “"os ‘” A
* Identify and validate compromised DRM clients “ KYChE: v N
* Identify and validate new piracy attacks and tooling - ~ i o .
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* Investigation & validation of vulnerabilities, tools and
exploits

+ Assess impact & implement mitigation actions

* Security assessment of OTT platform, apps and security
policies

© 2024 Irdeto, All Rights Reserved. - www.irdeto.com



2-Step Widevine L3 Key Theft

L

7/ Accounts
48 transactions
Android Emulators + Samsung CDMs

Faked LG TV Widevine

2 Additional accounts & 88 transactions
Cloudflare proxy
Faked LG User Agent

OTT Threat Intelligence - Case Study - 7 Day Period

Single-Step Key Theft
«.

5 additional accounts
Systemid 4464 & 8162
Faked User Agents & Web/TV Entitlements

Rebroadcast
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2 Accounts
Multiple events
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Session Token

Block device binding

Th reat lock bR

Block device CSM
family Geo-enforcement

Device type
specific policies

Mitigation

DETECTION MITIGATIONS

* Password Reset

* Warn/Suspend Accounts

* Investigations & Enforcement
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